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1. INTRODUCTION 
 
 
The Records Management Plan (RMP) for Scottish Canals sets out our current and planned 
future arrangements for the management of our corporate records in compliance with the 
Public Records (Scotland) Act 2011 (“the Act”). 
 
The RMP received approval from The Keeper of the Records of Scotland (“the Keeper”) on 
24th August 2017. 
 
The scope of this plan covers all corporate records, regardless of their format or technology 
used to create and read them, or the type of information they contain. 
 
 
1.1 The Records Management Plan 
 
The format of the RMP is based on the Model Records Management Plan developed by the 
Keeper and the Public Records Stakeholder Forum and published via the National Records 
of Scotland (NRS) website.  The RMP comprises the following 14 elements: 
 

1. Senior management responsibility 

2. Records manager responsibility 

3. Records management policy statement 

4. Business classification 

5. Retention schedules 

6. Destruction arrangements 

7. Archiving and transfer arrangements 

8. Information security 

9. Data protection 

10. Business continuity and vital records 

11. Audit trail 

12. Competency framework for records management staff 

13. Assessment and review 

14. Shared information 

 
The RMP is separated into sections based on the 14 elements listed above, each describing 
how Scottish Canals meets the requirements of the Act and listing the evidence submitted 
in support of this, but also highlighting areas requiring improvement. 
 
A list of the evidence submitted to the Keeper in support of the 14 statements of 
compliance can be found in Appendix 1.  A list of recommendations for improving records 
management provision can be found Appendix 2, and a glossary describing the 
abbreviations and terms used throughout this document can be found in Appendix 3. 
 
 
1.2 Scottish Canals 
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The British Waterways Board, operating as Scottish Canals, continues in Scotland as a 
standalone public body following the transfer of the functions of the British Waterways 
Board in England and Wales to the Canal and River Trust in 2012. 
 
Scottish Canals is responsible for maintaining and operating Scotland’s 137-mile canal 
network, which comprises the Caledonian, Crinan, Forth and Clyde, Union and Monkland 
Canals.  It is also the navigation authority for the canals and lochs of the Great Glen linked 
by the Caledonian Canal. 
 
The activity of Scottish Canals reaches far beyond the waterways themselves and into 
preserving Scotland’s heritage, managing diverse green spaces, stimulating business 
growth and tourism, as well as contributing to a wide range of Scottish Government 
agendas. 
 
Scottish Canals’ vision statement ‘Safeguarding our heritage. Building our future’ 
recognises our role as the custodians of Scotland’s canals, and by following the principles 
and objectives set out in this RMP we can continue to fulfil this role for generations to come. 
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2. SENIOR MANAGEMENT RESPONSIBILITY 
 
 

Element: 1 
Title: Senior management responsibility 
Description: Section 1(2)(a)(i) of the Act specifically requires a RMP to identify the individual 

responsible for the management of the authority's public records. 
 
An authority's RMP must name and provide the job title of the senior manager 
who accepts overall responsibility for the RMP that has been submitted. 

 
 
2.1 Introduction 
 
The Act states that it is vital that a RMP has the approval and support of senior 
management.  Element 1 is therefore mandatory and evidence of compliance must be 
submitted as part of a RMP. 
 
 
2.2 Statement of Compliance 
 
The Records Management Policy states that our Chief Executive, Steve Dunlop, has overall 
responsibility for the management of our public records. 
 
 
2.3 Supporting Evidence  
 
 Evidence 001: Letter to the Keeper. 
 Evidence 002: Records Management Policy. 
 
 
2.4 Recommendations 
 
No recommendations for improvement are required for Element 1. 
 
 
2.5 Assessment and Review 
 
Element 1 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also be undertaken in the event of personnel or 
other changes affecting senior management at Scottish Canals. 
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3. RECORDS MANAGER RESPONSIBILITY 
 
 

Element: 2 
Title: Records manager responsibility 
Description: Section 1(2)(a)(ii) of the Act specifically requires a RMP to identify the individual 

responsible for ensuring the authority complies with its plan. 
 
An authority's RMP must name and provide the job title of the person responsible 
for the day-to-day operation of activities described in the elements in the 
authority's RMP. This person should be the Keeper's initial point of contact for 
records management issues. 

 
 
3.1 Introduction 
 
The Act states that a RMP must identify the individual within an organisation, answerable 
to senior management, to have operational responsibility for records management.  
Element 2 is therefore mandatory and evidence of compliance must be submitted as part 
of a RMP. 
 
 
3.2 Statement of Compliance 
 
The Records Management Policy states that our Records Manager, Angharad Stockwell, has 
operational responsibility for records management at Scottish Canals. 
 
 
3.3 Supporting Evidence  
 
 Evidence 001: Letter to the Keeper. 
 Evidence 002: Records Management Policy. 
 Evidence 003: Records Manager job summary. 
 
 
3.4 Recommendations 
 
No recommendations for improvement are required for Element 2. 
 
 
3.5 Assessment and Review 
 
Element 2 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also be undertaken in the event of personnel 
changes at Scottish Canals with a direct impact on records management. 
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4. RECORDS MANAGEMENT POLICY STATEMENT 
 
 

Element: 3 
Title: Records management policy statement 
Description: A records management policy statement underpins effective management of an 

authority's records and information. It demonstrates to employees and 
stakeholders that managing records is important to the authority and serves as a 
mandate for the activities of the records manager. 

 
 
4.1 Introduction 
 
The records management policy statement should serve as a mandate for the activities of 
a Records Manager and provide an overarching statement of an organisation’s intentions 
and position in relation to records management.  Element 3 is mandatory and evidence of 
compliance must be submitted as part of a RMP.  
 
 
4.2 Statement of Compliance 
 
Scottish Canals recognises that effective records management is key to protecting and 
facilitating our business functions, complying with our legal, statutory and regulatory 
obligations and demonstrating transparency and accountability to our stakeholders. 
 
The Records Management Policy sets out our position on records management, including 
staff responsibilities and our key aims, objectives, and guiding principles on records 
management provision. 
 
The Records Management Policy is available internally to all employees via our policy 
management system.  All policy, procedure, and other governance documents will be 
managed within this policy management system in the future. 
 
 
4.3 Supporting Evidence  
 
 Evidence 002: Records Management Policy. 
 Evidence 004: Screenshot of Records Management Policy in the policy management 

system. 
 Evidence 005: Location of governance documents outside the policy management 

system. 
 
 
4.4 Recommendations 
 
It is a recommendation of this plan to standardise the use of the policy management 
system in use at Scottish Canals. 
 
 
4.5 Assessment and Review 
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Element 3 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also be undertaken in the event of any 
significant structural or other changes that might affect Scottish Canal’s position in 
relation to records management.  
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5. BUSINESS CLASSIFICATION 
 
 

Element: 4 
Title: Business classification 
Description: A business classification scheme describes what business activities the authority 

undertakes, whether alone or in partnership. 
 
The Keeper expects an authority to have properly considered business 
classification mechanisms and its RMP should therefore reflect the functions of 
the authority by means of a business classification scheme or similar. 

 
 
5.1 Introduction 
 
The Act recognises that a clearly defined business classification is central to good records 
management provision.  A business classification will allow an authority to map its business 
functions thereby providing a structure for identifying information assets and operating an 
effective records disposals schedule. 
 
 
5.2 Statement of Compliance 
 
Scottish Canals’ does not currently have a fully realised Business Classification Scheme 
(BCS).  It is our intention to create a BCS based on a functional model that accurately 
reflects the functions, activities, and transactions that we undertake as a business. 
 
Once our BCS is in place it will form the basis of many of the recommendations made for 
improving records management provision at Scottish Canals as set out in Appendix 2.  An 
accurate and well-defined BCS will facilitate the effective management of records and 
information in general throughout Scottish Canals. 
 
 
5.3 Supporting Evidence  
 
 Evidence 006: Scottish Canals’ organogram. 

 
 
5.4 Recommendations 
 
It is recommended that a new BCS is created and used to provide a structure for records 
management systems and processes at Scottish Canals. 
 
 
5.5 Assessment and Review 
 
Element 4 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also be undertaken in the event of any changes 
to our structure or remit that might affect the business functions and activities that we 
undertake. 
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6. RETENTION SCHEDULES 
 
 

Element: 5 
Title: Retention schedules 
Description: Section 1(2)(b)(iii) of the Act specifically requires a RMP to include provision 

about the archiving and destruction or other disposal of the authority’s public 
records. 
 
An authority’s RMP must demonstrate the existence of and adherence to 
corporate records retention procedures. 

 
 
6.1 Introduction 
 
The Act states that it is vital that an authority has a retention schedule that lists the pre-determined 
disposal dates for its records.  Element 5 is therefore mandatory and evidence of compliance must 
be submitted as part of a RMP. 
 
 
6.2 Statement of Compliance 
 
Scottish Canals has a retention schedule in place and records disposals are informed by the 
retention periods set out in the schedule.  However, the retention schedule was produced 
prior to the formation of Scottish Canals in 2012 and will require updating.  The update will 
form part of a wider Records Retention and Disposals Policy and will be informed by the 
new BCS. 
 
 
6.3 Supporting Evidence  
 
 Evidence 005: Location of governance documents outside the policy management 

system. 
 Evidence 007: Retention Schedule. 
 
 
6.4 Recommendations 
 
It is recommended that the existing retention schedule is updated once the new BCS is in 
place.  The retention schedule should form part of a wider Records Retention and Disposals 
Policy. 
 
 
6.5 Assessment and Review 
 
Element 5 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also be undertaken in the event of any changes 
to our structure or remit that might affect the business functions and activities that we 
undertake. 
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7. DESTRUCTION ARRANGEMENTS 
 
 

Element: 6 
Title: Destruction arrangements 
Description: Section 1(2)(b)(iii) of the Act specifically requires a RMP to include provision 

about the archiving and destruction or other disposal of the authority’s public 
records. 
 
An authority's RMP must demonstrate that proper destruction arrangements are 
in place. 

 
 
7.1 Introduction 
 
The Act states that a RMP must include arrangements for the secure destruction of records 
in accordance with legal, statutory and regulatory obligations.  Element 6 is therefore 
mandatory and evidence of compliance must be submitted as part of a RMP. 
 
 
7.2 Statement of Compliance 
 
Records disposals at Scottish Canals is currently informed by the retention periods set out 
in our retention schedule.  The retention schedule is due to be updated and will form part 
of a wider Records Retention and Disposals Policy.  Records will be disposed of according to 
the procedures set out in the Records Retention and Disposals Policy and according to the 
retention periods set out in the retention schedule. 
 
Sensitive and confidential paper waste is disposed of securely and appropriately, either by 
shredding in-house or by our third party waste disposal contractor via a secure waste uplift 
and off-site shredding service.  Certificates of destruction are issued electronically at the 
point of collection.  This service is currently available at only two of our offices, but will be 
extended to all of our main office hubs. 
 
A Records Disposal Request process will be introduced to work flows to monitor the disposal 
of records, whether by destruction, transfer or by any other means.  This will form part of 
wider records retention and disposal procedures and policy. 
 
A third party specialist is contracted to securely destroy hardware, such as PCs, laptops and 
monitors, and certificates of destruction are issued at the point of collection.  Where such 
hardware is to be recycled or sold on, it is sent to a third party specialist for secure data 
wipe.  Portable hardware such as HDDs, USB sticks or mobile phones are securely data 
wiped in-house using a software solution. 
 
The disposal of electronic records will improve with the implementation of a Retention and 
Disposal Policy and procedures, and the implementation of a EDRMS will help to track 
individual and groups of records requiring deletion more easily. 
 
The ICT network backup and deletion regime in place at Scottish Canals is described under 
Element 8. 
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7.3 Supporting Evidence  
 
 Evidence 007: Retention schedule. 
 Evidence 008: Secure waste uplift and shredding service specification. 
 Evidence 009: Certificates of destruction, hardware. 
 Evidence 010: Secure data wipe report. 
 Evidence 011: Certificates of destruction, paper. 
 Evidence 012: Records Disposal Request form example. 
 Evidence 013: ICT electronic backup deletion regime. 
 
 
7.4 Recommendations 
 
It is recommended that the secure waste uplift service provided by our third party waste 
contractor is extended to the main office hubs. 
 
It is also recommended that an EDRMS is implemented to manage the entire lifecycle of 
records at Scottish Canals and that a Records Disposal Request form is created and 
introduced to work flows to track the disposal and movement of records. 
 
 
7.5 Assessment and Review 
 
Element 6 will be reviewed on an annual basis by the Records Manager as per the ongoing 
review timetable for the RMP. 
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8. ARCHIVING AND TRANSFER ARRANGEMENTS 
 
 

Element: 7 
Title: Archiving and transfer arrangements 
Description: Section 1(2)(b)(iii) of the Act specifically requires a RMP to include provision 

about the archiving and destruction or other disposal of the authority’s public 
records. 
 
This is the mechanism by which an authority transfers records of enduring value 
to an appropriate archive repository, specifying the timing of transfers and other 
terms and conditions.

 
 
8.1 Introduction 
 
The Act states that a RMP must include arrangements for the archiving of records of 
enduring value.  Element 7 is therefore mandatory and evidence of compliance must be 
submitted as part of a RMP. 
 
 
8.2 Statement of Compliance 
 
Scottish Canals’ so called ‘historic archive’ is defined as any record dating to before 1962 
when the British Waterways Board was established.  This collection makes up around 20% 
of Scottish Canal’s paper business records, including maps, plans, technical drawings, 
financial data, photographs, deeds and other legal documents, all relating to the 
construction and administration of the Scottish canal network. 
 
Scottish Canals recognise that our historic records are of national importance and require 
depositing with an appropriate archive repository where they can be properly cared for in 
perpetuity. 
 
In 2001, Glasgow University Archive appraised and catalogued a collection of our historic 
records relating to the Caledonian Canal, which were subsequently deposited with the 
Highlands Council Archive.  More recently, Scottish Canals have signed a Memorandum of 
Understanding (MoU) with NRS to transfer our remaining historic records to the NRS 
archive.  Over 200 historic records have been transferred to the NRS since the MoU was 
introduced. 
 
 
8.3 Supporting Evidence 
 
 Evidence 014: MoU with NRS on the transfer of Scottish Canals’ historic archive. 
 Evidence 015: Scottish Canals’ historic records transferred to Highlands Council Archive. 
 Evidence 016: Transfer of historic archive project outline. 
 Evidence 017: Screenshot of record of transfer database. 
 Evidence 018: List of historic records transferred to NRS. 

 
 
8.4 Recommendations 
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It is recommended that our historic records continue to be transferred to the NRS archive, 
as per the MoU of transfer.  Additional means of facilitating and progressing this work 
should be investigated, including securing funding to expand our cataloguing programme. 
 
 
8.5 Assessment and Review 
 
Element 7 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also be undertaken in the event of any changes 
to our archiving arrangements with NRS. 
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9. INFORMATION SECURITY 
 
 

Element: 8 
Title: Information security 
Description: Section 1(2)(b)(iii) of the Act specifically requires a RMP to include provision 

about the archiving and destruction or other disposal of the authority’s public 
records. 
 
Information security is the process by which an authority protects its records and 
ensures they remain available.  It is the means by which an authority guards 
against unauthorised access and provides for the integrity of the records.  Robust 
information security measures are an acknowledgement that records represent a 
risk as well as an asset.  A public authority should have procedures in place to 
assess and contain that risk. 

 
 
9.1 Introduction 
 
The Act states that a RMP must make provision for the proper level of security for its public 
records.  Element 8 is therefore mandatory and evidence of compliance must be submitted 
as part of a RMP. 
 
 
9.2 Statement of Compliance 
 
Scottish Canals have a suite of robust procedures and policies in place relating to 
information security, including an overarching Information Security Policy.  The suite of 
information security policies include guidance on the safe use of email, sharing of 
information via encrypted portable devices, as well password protection and general 
information security best practice.  All staff must adhere to the Information Security and 
related policies, which are managed within and distributed via our policy management 
system. 
 
In February 2016, Scottish Canals achieved the Cyber Essentials PLUS accreditation, which 
is part of a government scheme designed to assist organisations to protect themselves 
against cyber-attacks.  This will be renewed on an annual basis by our ICT team. 
 
Scottish Canals have robust ICT backup and failover systems in place.  These systems are 
described in Evidence Nos. 25-27. 
 
It is a recommendation of this plan that a EDRMS is implemented to ensure the integrity 
of our records in terms of their authenticity, accessibility, and completeness.  A EDRMS 
would also provide additional benefits to records management provision, as discussed 
throughout this plan. 
 
Scottish Canals maintains a secure centralised semi-current records store at our West Mains 
office, Grangemouth.  Whilst West Mains serves as our main semi-current records store, 
some small stores remain at a number of our offices.  It is a recommendation of this plan 
that all of our semi-current records are stored in one centralised location.  However, as the 
amount of space available at West Mains is limited, it is therefore a recommendation of 
this plan that options are considered for the relocation of our centralised semi-current 
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records store to larger premises.  Options for outsourcing our semi-current records storage 
are currently being considered, and will form part of these recommendations. 
 
Unauthorised access to records located at Scottish Canals offices and sites is mitigated by 
the use of keypad entry systems, lockable filing cabinets and desks, and visitor sign in and 
supervising procedures.  Scottish Canals sites are also patrolled by security personnel and 
monitored by CCTV.  Further details about the access control systems for our premises can 
be found in the ICT Information Security Policy. 
 
 
9.3 Supporting Evidence  
 
 Evidence 019: ICT Data Encryption Policy. 
 Evidence 020: ICT Email Policy. 
 Evidence 021: ICT Password Policy. 
 Evidence 022: ICT Acceptable Use Policy. 
 Evidence 023: ICT Information Security Policy. 
 Evidence 024: Cyber Essentials Plus certificate. 
 Evidence 025: Backup service specification. 
 Evidence 026: Backup service agreement. 
 Evidence 027: Data Centre MoU. 
 Evidence 028: West Mains records store specification (redacted). 
 Evidence 029: Screenshot from Active Directory audit tool 
 Evidence 030: Screenshot from policy management system showing ICT policies. 
 Evidence 031: On-site security arrangements. 
 Evidence 032: Proposal for third party off-site records storage. 
 
 
9.4 Recommendations 
 
It is recommended that an EDRMS is implemented to control access and editing rights to 
electronic records, as well providing wider benefits to our records management provision as 
recommended throughout this plan. 
 
It is also recommended that options for the relocation of our semi-current records store are 
considered, including outsourcing this service to a third party. 
 
 
9.5 Assessment and Review 
 
Element 8 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also take place in the event of any major 
changes to our ICT infrastructure, information security policies, or related legislation. 
 
The Cyber Essentials PLUS accreditation will be renewed by our ICT team on an annual 
basis. 
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10. DATA PROTECTION 
 
 

Element: 9 
Title: Data protection 
Description: An authority that handles personal information about individuals has a 

number of legal obligations to protect that information under the Data 
Protection Act 1998. 
 
The Keeper will expect an authority's RMP to indicate compliance with its 
data protection obligations. 

 
 
10.1 Introduction 
 
The Act states that an organisation’s RMP should show that the organisation is compliant 
with their data protection obligations for the proper management of personal information. 
 
 
10.2 Statement of Compliance 
 
The Data Protection Act 1998 establishes a framework of rights and duties designed to 
safeguard personal data, balancing the legitimate needs of organisations to collect and 
use personal data for business and other purposes against the rights of individuals to 
respect for the privacy of their personal details.  Scottish Canals has an operational Data 
Protection Policy in place, which demonstrates our commitment to compliance with the 
Data Protection Act and sets out our code of practice for the management, safeguarding 
and processing of personal data.  Our Data Protection Policy includes a step-by-step guide 
for Scottish Canals staff on how the data protection principles set out in the Data 
Protection Act should be applied to their work.  The policy also provides procedures for 
responding to Environmental Information Scotland Regulations (EISR), Freedom of 
Information (FOI) and Subject Access Requests (SAR).  This information is also provided in 
more detail in the FOI and Environmental Information Requests Policy. 
 
Information on how to make a FOI request of Scottish Canals is made available to the 
public via our website at https://www.scottishcanals.co.uk/corporate/policy/freedom-of-
information/1. Information on the types of personal data held and processed by Scottish 
Canals is registered with the Information Commissioner’s Office (ICO) on an annual basis, 
which appears on the public Data Protection Register. 
 
Scottish Canals Chief Executive has overall responsibility for the implementation of our 
Data Protection Policy and is accountable for any breach of the Data Protection Act.  
Scottish Canals Head of Legal Services is responsible for the registration of personal data 
held by Scottish Canals with the ICO and for the management of EISR, FOI and SAR 
requests.  Statistics on FOI and EISR requests handled by Scottish Canals are uploaded to 
the Scottish Information Commissioner’s Request Database on a quarterly basis, which can 
be accessed online at https://stats.itspublicknowledge.info/2  
 

                                                       
1 Date of last access 30/11/2016 
2 Date of last access 30/11/2016 



 

Records Management Plan: Summary for Publication v3.0 20 

The Scottish Canals Information Security Policy sets out our procedures for the secure 
handling of data in line with the Data Protection Act 1998.  Additionally, the forthcoming 
Records Retention and Disposal Policy will provide clear procedures for the secure disposal 
of records containing personal data. 
 
 
10.3 Supporting Evidence  
 
 Evidence 005: Location of governance documents outside the policy management 

system. 
 Evidence 023: Information Security Policy. 
 Evidence 033: Data Protection Policy. 
 Evidence 034: Scottish Canals’ entry on the Data Protection Register. 
 Evidence 035: FOI and Environmental Information Requests Policy. 
 
 
10.4 Recommendations 
 
It is recommended that the Data Protection and FOI and Environmental Information 
Requests Policies are managed within and distributed to staff via our policy management 
system. 
 
The forthcoming Records Retention and Disposal Policy should refer to the Data Protection 
Policy, and any changes made to the existing retention schedule will be informed by our 
statutory obligations relating to data protection and other access to information 
legislation. 
 
 
10.5 Assessment and Review 
 
Element 9 will be reviewed by the Records Manager on an annual basis as per the ongoing 
review timetable for the RMP.  A review will also take place in the event of any major 
changes to our Data Protection Policy and any changes to access to information legislation. 
 
Scottish Canals’ entry on the Data Protection Register is updated on an annual basis and 
FOI/EISR request statistics are uploaded to the Scottish Information Commissioner’s 
Request Database on a quarterly basis. 
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11. BUSINESS CONTINUITY AND VITAL RECORDS 
 
 

Element: 10 
Title: Business continuity and vital records 
Description: A business continuity and vital records plan serves as the main resource for 

the preparation for, response to, and recovery from, an emergency that 
might affect any number of crucial functions in an authority. 
 
The Keeper will expect an authority's RMP to indicate arrangements in 
support of records vital to business continuity. 

 
 
11.1 Introduction 
 
The Act recognises that certain records held by an organisation will be vital to its business 
functions.  Therefore, a RMP should set out reasonable procedures for vital records to be 
accessible in the event of an emergency affecting business premises or systems. 
 
 
11.2 Statement of Compliance 
 
Scottish Canals have an Emergency Arrangements and Business Continuity Management 
plan in place that sets out our procedures for responding to emergencies.  A Business 
Impact Analysis was carried out in 2014 that identified our critical business services and 
these have been incorporated into the emergency plan. 
 
The identification of vital records for Scottish Canals will form part of the planned work to 
refresh our Retention Schedule (see Element 5).  The Records Manager will work closely with 
heads of service and record owners across the business to identify records vital to business 
continuity.  The corporate Emergency Arrangements and Business Continuity Management 
plan will include reference to vital records and will set out clear procedures for disaster 
recovery for records. 
 
 
11.3 Supporting Evidence  
 
 Evidence 036: Emergency Arrangements and Business Continuity Management. 
 Evidence 037: Extract from business continuity and emergency planning audit. 

 
 
11.4 Recommendations 
 
It is recommended that our vital records are identified as part of the planned work to 
update our existing retention schedule.  Once our vital records have been identified, the 
Emergency Arrangements and Business Continuity Management plan should be updated 
to include reference to vital records and to set out clear procedures for disaster recovery for 
records. 
 
It is also recommended that the Records Manager is consulted prior to any future updates 
or changes to the Emergency Arrangements and Business Continuity Management plan. 
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11.5 Assessment and Review 
 
Element 10 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also be undertaken in the event of any structural 
or procedural changes affecting business continuity at Scottish Canals. 
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12. AUDIT TRAIL 
 
 

Element: 11 
Title: Audit trail 
Description: An audit trail is a sequence of steps documenting the movement and/or 

editing of a record resulting from activities by individuals, systems or other 
entities. 
 
The Keeper will expect an authority's RMP to provide evidence that the 
authority maintains a complete and accurate representation of all 
changes that occur in relation to a particular record. 

 
 
12.1 Introduction 
 
The Act recognises that audit trails for records, whether digital or paper-based, will assist 
an organisation to ensure that its records are authentic, reliable, accessible and complete.  
Therefore, provision should be made within a RMP to manage record movement and 
version control. 
 
 
12.2 Statement of Compliance 
 
Scottish Canals’ ICT team uses various tools to track changes made to Active Directory for 
file shares.  The tools will flag up any system failures or human errors, and assist with 
locating and restoring files and folders.  Corporate emails are not currently tracked in the 
same way, and the introduction of a EDRMS, as previously recommended, would be able to 
offer this functionality. 
 
A number of systems are in use at Scottish Canals for managing datasets and workflows.  
All of these systems have auditable reporting tools for monitoring activity within these 
systems. 
 
Scottish Canals suite of governance documents, including policies, strategies and 
standards, use version control cover pages.  Version control is also recognised in our ICT 
network folder structure; however, it is not widely applied outside of the creation and review 
of governance documents.  The introduction of a EDRMS would provide greater consistency 
in this area. 
 
Paper and other hardcopy records are logged and tracked within Scottish Canals using a 
combination of electronic and hardcopy catalogues and databases.  It is a 
recommendation of this plan to explore options for improving our semi-current records 
store catalogues. 
 
As previously recommended under Element 6, the implementation of a Records Disposal 
Request Form will provide more reliable audit trails for records, accompanied by clear 
disposal and transfer procedures set out in a wider Records Retention and Disposal Policy.   
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The Records Manager manages record enquiries and retrievals, which are logged in a 
database.  It is a recommendation of this plan that a formal record enquiry and retrieval 
service is introduced, including record tracking forms. 
 
As recommended in Element 8, options for the relocation of our semi-current records store 
to a single location should be considered to ensure consistency across the business in 
records storage and retrieval.  Options for outsourcing our semi-current records storage and 
retrieval service are already being considered, and will form part of these 
recommendations. 
 
 
12.3 Supporting Evidence  
 
 Evidence 012: Records Disposal Request form example. 
 Evidence 017: Screenshot of record of transfer database. 
 Evidence 029: Screenshot from Active Directory audit tool. 
 Evidence 032: Off-site storage proposal. 
 Evidence 038: Blank version control cover page. 
 Evidence 039: Screenshot of audit log (redacted). 
 Evidence 040: Screenshot of audit log. 
 Evidence 041: Information on the audit log tool. 
 Evidence 042: Screenshot of audit log. 
 Evidence 043: Screenshots of Health and Safety systems. 
 Evidence 044: Assessment of records catalogues. 
 Evidence 045: Screenshot of records catalogues and records enquiry database. 
 
 
12.4 Recommendations 
 
It is recommended that an EDRMS is implemented to facilitate better control, access and 
editing rights to files and folders, as well providing wider benefits to our records 
management provision as recommended throughout this plan. 
 
Similarly, improving our records catalogues and the implementation of a Records Disposal 
Request form would improve our ability to track the disposal and movement of records 
throughout Scottish Canals offices, including to and from our semi-current records store. 
 
The introduction of a formal records retrievals and enquiry service and procedures, along 
with record tracking forms and a formal management system, would also assist with our 
ability to comply with this element of the RMP. 
 
As recommended under Element 8, options should be considered for relocating our semi-
current records store to a centralised location, including outsourcing our records storage 
and retrieval service to a third party contractor. 
 
 
12.5 Assessment and Review 
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Element 11 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP.  A review will also take place in the event of any major 
changes to our ICT infrastructure.  
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13.  COMPETENCY FRAMEWORK FOR RECORDS 
MANAGEMENT STAFF 

 
 

Element: 12 
Title: Competency framework for records management staff 
Description: A competency framework lists the core competencies and the key 

knowledge and skills required by a records manager.  It can be used as a 
basis for developing job specifications, identifying training needs and 
assessing performance. 

 
 
13.1 Introduction 
 
The Act recognises that records management is best implemented by a person or persons 
possessing the relevant skills.  This is to ensure that the day-to-day operation of activities 
described in a RMP can be carried out successfully and to a high standard. 
 
 
13.2 Statement of Compliance 
 
Key knowledge, skills, experience and personal qualities required by staff with records 
management responsibilities have been clearly defined within a Records Management 
Competency Framework.   
 
The Records Manager role identifies that the post holder should have, or be working 
towards, a degree or professional qualification in information or records management.  
Scottish Canals has appointed a Records Manager to fulfil its statutory duty, and whilst the 
current post-holder does not possess an archive or records management qualification, they 
do have eight years’ professional experience in records and data management. 
 
Scottish Canals are committed to Continuing Professional Development (CPD) and the 
Records Manager will identify and attend key training opportunities as part of the Personal 
Development Review (PDR) process managed and monitored by HR. 
 
As stated in the Records Management Policy, records management is the responsibility of 
all Scottish Canals staff.  A full suite of training materials and a training programme will be 
developed in partnership with our HR team to ensure that staff are aware of their records 
management responsibilities and to promote good records management practice 
throughout the organisation.  All policies and guidance relating to records management 
will be distributed to staff via our policy management system.  The feasibility of delivering 
training our e-learning management system will also be explored. 
 
 
13.3 Supporting Evidence  
 
 Evidence 002: Records Management Policy. 
 Evidence 003: Records Manager job summary. 
 Evidence 004: Screenshot of Records Management Policy on the policy management 

system. 
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 Evidence 046: Records Management Competency Framework. 
 Evidence 047: Records Manager professional profile. 
 Evidence 048: 1-2-1 staff review form. 
 Evidence 049: Screenshot showing a user log. 
 
 
13.4 Recommendations 
 
A suite of training materials and a training programme on records management will be 
developed in collaboration with HR and delivered to all staff.  This should also form part of 
the new starter induction programme.  Refresher training will be provided as and when the 
RMP and related polices are updated, or as required. 
 
All policies and guidance relating to records management will be distributed to staff via our 
policy management system. 
 
 
13.5 Assessment and Review 
 
Element 12 will be reviewed on an annual basis by the Records Manager as per the ongoing 
review timetable for the RMP.  A review will also be undertaken in the event of any 
personnel changes affecting records management provision at Scottish Canals. 



 

Records Management Plan: Summary for Publication v3.0 28 

14.  ASSESSMENT AND REVIEW 
 
 

Element: 13 
Title: Assessment and review 
Description: Section 1(5)(i)(a) of the Act says that an authority must keep its RMP 

under review. 
 
An authority's RMP must describe the procedures in place to regularly 
review it in the future. 

 
 
14.1 Introduction 
 
The Act states that regular self-assessment and review of records management provision 
will give an organisation a clear statement of the extent that its records management 
practices conform to their RMP.   
 
 
14.2 Statement of Compliance 
 
Scottish Canals’ RMP has been prepared in full consultation and collaboration with 
colleagues with key records management responsibilities from across the organisation.  The 
operational policies and procedures described in the plan are current at the time of 
submission to the Keeper, and are subject to ongoing monitoring and review in order to 
ensure their currency and effectiveness. 
 
Once operational, the RMP will be audited by our appointed independent internal auditors.  
The internal audit process is designed to show compliance with our internal policies and 
procedures as well as our statutory obligations. 
 
The effectiveness of records management procedures at Scottish Canals will be continually 
assessed and monitored by the Records Manager.  The implementation of a EDRMS, as 
previously recommended, would assist with this task as the software will provide automated 
auditing and monitoring tools.  The Records Manager will also undertake an annual review 
of the RMP outside of the ongoing assessment and internal audit timetable. 
 
A review will also be triggered in the event of major structural or personnel changes, 
changes to our remit, or changes to existing or the introduction of new legislation or 
standards affecting records management provision.  Our lawyers provide a horizon 
scanning and legislative radar service to keep staff up to date with legal developments 
affecting their work and the business in general.  This service is described in our Legislative 
Radar Policy.  Scottish Canals also use a similar service specific to health and safety 
legislation, guidance, and best practice. 
 
The Records Management Group was set up in November 2016 to discuss issues relating 
to records management and to progress any actions arising from the ongoing assessment 
and review of the RMP.  Records management issues either identified by or reported to the 
Records Manager can be raised to the Records Management Group for action.  The group 
convene on a quarterly basis.  The flow of information and issue reporting relating to 
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records management within Scottish Canals is set out in the Records Management Policy 
under ‘Responsibilities’. 
 
A timetable and procedure for the periodic assessment and review of the RMP is also set 
out in the Records Management Policy under ‘Monitoring and Audit’. 
 
 
14.3 Supporting Evidence  
 
 Evidence 002: Records Management Policy. 
 Evidence 050: Example document requirements checksheet. 
 Evidence 051: Internal Audit Plan and Terms of Reference 2017-18. 
 Evidence 052: Legislative Radar Policy. 
 Evidence 053: Screenshot of Health and Safety radar service. 
 Evidence 054: Records Management Group meeting agenda. 
 
 
14.4 Recommendations 
 
It is recommended that once the RMP is operational, our appointed internal auditors should 
audit it as part of our internal audit process. 
 
It is also recommended that a EDRMS is implemented in order to assist with the assessment 
and review process.  
 
 
14.5 Assessment and Review 
 
Element 13 will be reviewed by the Records Manager on an annual basis as per the ongoing 
review timetable for the RMP.  
 
The RMP as a whole will be assessed and reviewed by the Records Manager as per the 
timetable set out above and in the Records Management Policy.  
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15.  SHARED INFORMATION 
 
 

Element: 14 
Title: Shared information 
Description: Under certain conditions, information given in confidence may be shared. 

Most commonly this relates to personal information, but it can also happen 
with confidential corporate records. 
 
The Keeper will expect an authority's RMP to reflect its procedures for 
sharing information. 

 
 
15.1 Introduction 
 
The Act states that an organisation’s RMP must show that they have considered the 
implications of information sharing on effective records management provision. 
 
 
15.2 Statement of Compliance 
 
Scottish Canals does not routinely share information with third parties as a formal activity 
undertaken as part of our functions.  However, we are committed to protecting the rights 
of our staff and customers, as well as our business interests, by ensuring that information 
is shared appropriately both within our organisation and with external partners. 
 
Our suite of information security policies and procedures provide guidance to staff on the 
secure and appropriate handling and sharing of information.  Internet and email activity is 
monitored, and whilst the use of web-based file sharing applications is not restricted, staff 
are not permitted to use them for sending corporate, personal, or sensitive data.  Data of 
this nature must instead be shared via secure channels such as an encrypted portable 
device issued by the ICT team or an authorised and secure cloud-based service. 
 
Guidelines on how information should be shared online via social media is detailed in our 
Social Media Policy.  Scottish Canals’ Data Protection Policy also provides clear guidance 
on how personal data should be handled.  Additionally, Scottish Canals have Code of 
Conduct in place that applies to all staff, which includes a statement on the proper handling 
of sensitive information.  Both our Social Media Policy and Code of Conduct are managed 
within and made available to staff via our policy management system. 
 
Scottish Canals currently have an MoU in place with NRS for the transfer of our historic 
archive (see Element 7) and is also in the process of transferring a number of our collections 
to an external contractor for digitisation.  Any restrictions to access placed on the records 
to be transferred, for example due to data protection legislation, are clearly indicated in 
the record of transfer database that accompanies the records.  This will ensure that any 
records containing sensitive or personal information are handled in the appropriate way by 
the receiving third party.  Copyright information, where known, is also supplied in the record 
of transfer database. 
 
Scottish Canals’s spatial datasets (GIS records) are currently being prepared for sharing 
online as part of the INSPIRE Directive 2007 and INSPIRE (Scotland) Regulations 2009.  
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The guidance issued by Scottish Government on the INSPIRE (Scotland) Regulations 2009 
sets out a number of limitations to the right of access to datasets supplied as part of the 
directive, for example where they may adversely affect Intellectual Property Rights (IPR) or 
confidentiality, and specifically states that datasets must not contravene data protection 
law.  The datasets supplied by Scottish Canals to INSPIRE are in accordance with legislation 
and guidance issued by Scottish Government. 
 
Scottish Canals do not currently have an operational policy in place on copyright and IPR.  
In order to ensure that staff are clear on how to handle and share information 
appropriately within the rules of copyright and IPR legislation, it is a recommendation of 
this plan that a corporate copyright policy and accompanying guidance is developed. 
 
 
15.3 Supporting Evidence  
 
 Evidence 017: Screenshot of record of transfer database. 
 Evidence 019: Data Encryption Policy. 
 Evidence 020: ICT Email Policy. 
 Evidence 022: ICT Acceptable Use Policy. 
 Evidence 023: Information Security Policy. 
 Evidence 033: Data Protection Policy. 
 Evidence 055: Social Media Policy. 
 Evidence 056: Code of Conduct for Employees. 
 Evidence 057: Guide to the INSPIRE (Scotland) Regulations 2009. 
 Evidence 058: Screenshot of Social Media Policy and Code of Conduct on our policy 

management system. 
 
 

15.4 Recommendations 
 
It is recommended that all policies and guidance relating to information sharing are 
managed within and distributed to staff via our policy management system. 
 
A corporate copyright and IPR policy should be developed, along with guidance and 
training as required. 
 
 
15.5 Assessment and Review 
 
Element 14 will be reviewed by the Records Manager on an annual basis, as per the ongoing 
review timetable for the RMP. 
 
A review will also be undertaken in the event that information sharing becomes a formal 
activity undertaken as part of Scottish Canals’ functions, and in response to any related 
regulatory or legislative changes. 
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APPENDIX 1: LIST OF EVIDENCE 
 

Reference Document Name Elements
Evidence 001 Letter to the Keeper 1, 2
Evidence 002 Records Management Policy 1, 2, 3, 12 , 13
Evidence 003 Records Manager job summary 2, 12
Evidence 004 Screenshot of Records Management Policy on our policy management system 3
Evidence 005 Location of governance documents outside the policy management system 3, 5, 9
Evidence 006 Scottish Canals’ organogram 4
Evidence 007 Retention Schedule 5, 6, 7
Evidence 008 Secure waste uplift and shredding service specification 6
Evidence 009 Certificates of destruction hardware 6
Evidence 010 Secure data wipe report 6
Evidence 011 Certificates of destruction paper 6
Evidence 012 Records Disposal Request form example 6, 11
Evidence 013 ICT electronic backup deletion regime 6
Evidence 014 MoU with NRS on the transfer of historic archive records 7
Evidence 015 Scottish Canals’ historic records transferred to Highlands Council Archive 7
Evidence 016 Transfer of historic archive records project outline 7
Evidence 017 Screenshot of record of transfer database 7, 11, 14
Evidence 018 List of historic records transferred to NRS archive 7
Evidence 019 Data Encryption Policy 8, 14
Evidence 020 ICT Email Policy 8, 14
Evidence 021 ICT Password Policy 8
Evidence 022 ICT Acceptable Use Policy 8, 14
Evidence 023 ICT Information Security Policy 8, 9, 14
Evidence 024 Cyber Essentials Plus certificate 8
Evidence 025 Backup service specification 8
Evidence 026 Backup agreement 8
Evidence 027 Data centre MoU 8
Evidence 028 West Mains records store specification (redacted) 8
Evidence 029 Screenshot from Active Directory audit tool 8, 11
Evidence 030 Screenshot showing ICT policies on our policy management system 8
Evidence 031 On-site security arrangements 8
Evidence 032 Off-site storage proposal 8, 11
Evidence 033 Data Protection Policy 9, 14
Evidence 034 Scottish Canals entry on the Data Protection Register 9
Evidence 035 FOI and Environmental Information Requests Policy 9
Evidence 036 Emergency Arrangements and Business Continuity Management 10
Evidence 037 Business continuity and emergency planning audit extract 10
Evidence 038 Blank version control cover page 11
Evidence 039 Screenshot of audit log (redacted) 11
Evidence 040 Screenshot of audit log 11
Evidence 041 Information on audit logging tool 11
Evidence 042 Screenshot of audit log 11
Evidence 043 Screenshot of health and safety systems 11
Evidence 044 Assessment of semi-current record store catalogues 11
Evidence 045 Screenshot of records catalogues and records enquiry database 11
Evidence 046 Records Management Competency Framework 12
Evidence 047 Records Manager professional profile 12
Evidence 048 1-2-1 staff review form 12
Evidence 049 Screenshot showing user log (redacted) 12
Evidence 050 Example document requirements checksheet 13
Evidence 051 Internal Audit Plan and Terms of Reference 2017-18 13
Evidence 052 Legislative Radar Policy 13
Evidence 053 Screenshot from Health and Safety radar service 13
Evidence 054 Records Management Group meeting agenda 13
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Evidence 055 Social Media Policy 14
Evidence 056 Code of Conduct for Employees 14
Evidence 057 Guide to the INSPIRE (Scotland) Regulations 2009 14
Evidence 058 Screenshot showing Social Media Policy and Code of Conduct on our policy 

management system 
14
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APPENDIX 2: LIST OF RECOMMENDATIONS 
 

Element Recommendation/s 
1 -
2 -
3 Manage all governance documents within our policy management system 
4 Develop a business classification scheme
5 Update retention schedule in line with new business classification scheme 

Create a Records Retention and Disposal policy
6 Extend secure paper waste disposal service to all Scottish Canals sites 

Introduce the Record of Disposal Request form into workflows 
Introduce a EDRMS to manage the entire lifecycle of records 

7 Continue to transfer records of enduring value to National Records of Scotland as 
per the MoU of transfer 
Investigate additional means of resourcing the transfer of records of enduring 
value to National Records of Scotland, including funding an archivist/cataloguer 
post and expanding our cataloguing programme 

8 Undertake an options appraisal for the relocation of our semi-current records store, 
including outsourcing to a third party 

9 Manage and distribute the Data Protection and FOI and Environmental 
Information Requests policies via our policy management system 

10 Identify vital records as part of the work to update the existing retention schedule.
Update Emergency Arrangements and Business Continuity Management Plan to 
include reference to vital records and disaster recovery for records 

11 Explore ways to improve the quality of our records catalogues 
Develop a records retrieval and enquiry service, to include enquiry and record 
tracking forms 

12 Create and implement a training programme for staff on records management
Manage and distribute all policies and guidance relating to records management 
via our policy management system 

13 Audit the RMP as part of the internal audit process
14 Develop a corporate copyright and IPR policy
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APPENDIX 3: GLOSSARY 
 
 

AMS   Archival Management System 
BCS   Business Classification Scheme 
BIP   Business Information Publications 
BSI   The British Standards Institution 
CD-ROM   Compact Disc Read-Only-Memory (storage media) 
CPD   Continuing Professional Development 
EDRMS   Electronic Document and Record Management System 
EISR   Environmental Information (Scotland) Regulations 2004 
FOI   Freedom of Information 
GIS   Geographic Information System (spatial data) 
HR   Human Resources 
ICO   The Information Commissioner’s Office 
ICT   Information and Communication Technology 
IPR   Intellectual Property Rights 
INSPIRE   Infrastructure for Spatial Information in the European   

    Community 
ISO   International Organisation for Standardisation 
MoU   Memorandum of Understanding 
MS   Microsoft 
NRS   National Records of Scotland 
PC   Personal Computer 
PDR   Personal Development Review 
RMP   Records Management Plan 
SQL   Structured Query Language (database management) 
The Act   The Public Records (Scotland) Act 2011 
The Keeper  The Keeper of the Records of Scotland 
USB stick   Universal Serial Bus (portable disc drive) 


